Organizations often need expert assis tance in maintaining and improving the security of their information tech nology (IT) systems. Whether they get this assistance from internal sources or from commercial vendors of security services, organizations must review and evaluate the sources before com mitting to service agreements. A care fully managed process can help assure that sound decisions are made and that system security is strengthened. 
NIST's Information Technology Lab oratory recently published NIST Spe cial Publication (SP) 800-35, Guide to Information Technology Security Ser vices, Recommendations of the National Institute of Standards and Technology, which provides guidance to help orga nizations negotiate the many com plexities and challenges in selecting information technology security ser vices. Written by Tim Grance, Joan Hash, Marc Stevens, Kristofor O'Neal, and Nadya Bartol, NIST SP 800-35 helps those who are responsi ble for selecting, implementing, and managing their organization's IT secu rity services. NIST recommends that organizations adopt systematic evalua tion and decision processes to guide their selection of IT security services and to satisfy their security require ments. This ITL Bulletin summarizes the new IT services selection guide.
The foundation for the selection of IT security services is a comprehensive information security management program, including risk management procedures that are applied through out the System Development Life Cycle (SDLC). This same process also underlies the selection of IT security products, the focus of our April 2004 ITL Bulletin covering NIST SP 800 36, Guide to Selecting Information Technology Security Products.
NIST SP 800-35 discusses the roles and responsibilities of the people within an organization who select, implement and manage the security services life cycle. It provides an over view of the security services life cycle and describes the issues to be addressed concerning security services. Examples of specific services are described. The appendices include lists of references and acronyms, an outline of a security services provider agreement, sample acquisition language, and answers to frequently asked questions.
The services selection guide is avail able in electronic format from the NIST Computer Security Resource Center at http://csrc.nist.gov/ publications. When used with other NIST publications, including those listed in the More Information section at the end of this bulletin, the guide will help organizations develop a com prehensive approach to organizing their overall IT security efforts, managing risks, and using IT security services.
People Responsible For Security Services
The people responsible for selecting, implementing, and managing services within an organization will vary depending upon the type and scope of the service needed, the service arrangement, and the size of the orga nization. Larger organizations that use external security service providers extensively will have different require ments and more people involved than smaller organizations with more lim ited requirements.
The people who may be involved in the process include the following: 
IT Security Life Cycle
The SDLC provides the framework that enables the IT security decision makers to organize their IT security efforts-from initiation to closeout. The systematic management of the IT security services process fits into this framework. The organization's IT secu rity is critically dependent upon the careful consideration of the many issues connected to security services, and to the prudent management of organiza tional risks. IT security decision makers must think about the costs involved and the underlying security requirements, as well as the potential impact of their decisions on the organizational mission, operations, strategic functions, person nel, and service provider arrangements.
The selection, implementation, and management of security services are included in the following six phases of the IT security life cycle:
❑ Phase 1: Initiation-the organiza tion determines if it should investi gate whether implementing an IT security service might improve the effectiveness of the organization's IT security program.
❑ Phase 2: Assessment-the organi zation determines the security pos ture of the current environment using metrics and identifies the requirements and viable solutions.
❑ Phase 3: Solution-decision mak ers evaluate potential solutions, develop the business case, and spec ify the attributes of an acceptable service arrangement solution from the set of available options.
❑ Phase 4: Implementation-the organization selects and engages the service provider, develops a service arrangement, and implements the solution.
❑ Phase 5: Operations-the organi zation ensures operational success by consistently monitoring service provider and organizational security performance against identified requirements, periodically evaluat ing changes in risks and threats to the organization and ensuring the organizational security solution is adjusted as necessary to maintain an acceptable security posture.
❑ Phase 6: Closeout-the organiza tion ensures a smooth transition as the service ends or is discontinued.
Security Services: Issues and Types
The factors to be considered when selecting, implementing, and manag ing IT security services include the type of service arrangement; service provider qualifications, operational requirements and capabilities, experi ence, and viability; trustworthiness of service provider employees; and the service provider's capability to deliver adequate protection for the organiza tion systems, applications, and infor mation. These considerations will apply to some degree to every service depending on the size, type, complex ity, cost, and criticality of the services being considered and the specific needs of the organization implement ing or contracting for the services.
An effective security program has many layers of protection. While not every available security ser vice is discussed in the guide, the issues and considerations related to the services life cycle are presented. These issues and considerations should be useful in meeting current needs and in addressing future needs as technology changes.
NIST Recommendations
NIST recommends that organizations planning to acquire IT security ser vices should:
❑ Develop careful, objective business cases. The need for an IT security service should be supported by the business needs of the organization. A business case containing an analy sis of the proposed solution, cost estimate, benefits analysis, project risk analysis, and an evaluation of other considered alternatives should provide sufficient documentation to describe and support these needs.
❑ Develop strong, specific service agreements that define the expecta tions of performance for each required security control, describe measurable outcomes, and identify remedies and response requirements for any identified instances of non compliance.
❑ Use metrics throughout the IT security life cycle. Metrics will pro vide the objective data to evaluate the baseline level of service in the assessment phase and assess service provider performance in the opera tions phase. Wherever possible, metrics should be selected to indi cate progress toward the achieve ment or maintenance of a security condition that meets an underlying organizational need.
❑ Develop processes and procedures that can effectively track the myriad service agreements and the metrics that will be applied throughout the life cycle of the many different and disparate IT security services within an organization.
❑ Ensure that an appropriate transi tion (bedding in) period is in place between an existing service provider or capability and the new service provider.
❑ Maintain the technical expertise necessary to understand and man age the security service being pro vided and to protect the data critical to an organization's mission.
Pay careful attention to six issue areas: strategy/mission, budget/funding, technology/architecture, organiza tion, personnel, and policy/process.
More Information
Federal organizations should consult OMB Circular A-76, Performance of Commercial Activities, for information on establishing the foundation for decisions concerning whether activi ties should be performed under con tract with a commercial activity or performed in-house using government facilities and personnel. 
